
FRAMEWORK FOR THE DEVELOPMENT OF MOBILE APPLICATIONS LEVERAGING CLOUD MODELS:
MaaS

by

Gabriel Antonio González Caraballo

A Dissertation

Submitted to the Department of Systems Engineering

Universidad del Norte

In Partial Fulfilment of the Requirements

for the degree of Master of Science

October 2021



Abstract

Cloud Computing and Smartphone technology are two representative examples of disruptive technologies that have
transformed the market over the last decade. These two technologies can highly benefit from each other as mobile
devices introduce mobility into systems, and cloud services can be used to consolidate the back-end of mobile
applications, powering them with virtually endless resources. This study presents two states of the art: Mobile Cloud
Computing (MCC) and Mobile applications development methodologies. Researchers and practitioners in mobile
systems development concur on the usage of agile methodologies. In this study we propose a comprehensive
conceptual framework for the development of mobile applications in the context of cloud models. The framework
proposed features five layers, namely: methodology, delivery channels, technology, infrastructure and, cybersecurity.
Furthermore, the framework presents a reference architecture for mobile cloud computing solutions and follows an
agile methodological approach. To cope with wireless networks connectivity limitations, we based the framework on
asynchronous –reactive– programming. Finally, we validated the framework proposed with the development of a
Cloud-first hybrid mobile application.
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1. Introduction

Everyday plenty of mobile software, commonly denoted as apps, is released on Apple's AppStore and Google's Play
Store. Mobile apps leverage smartphones' capabilities to provide value for end-users. However, as isolated
computing devices, smartphones are limited by their hardware. Specifically, limitations of smartphones include
processing power, storage and, battery. On the other hand, smartphones are powerful networking devices, given that
they feature more connectivity options than personal computers. Cloud computing can extend the capabilities of
smartphones via cloud augmentation, where heavy computational tasks are relegated to a remote —cloud—
environment to preserve resources of the mobile devices and exceed the base performance of mobile devices. Thus,
mobile cloud apps can provide richer features —hence, value— for end-users.

Systems development frameworks allow engineers to develop solutions methodologically by providing guidelines
and good practices that standardize the development, thus reducing feature development time as engineers have a
clear "roadmap" to follow when designing and implementing solutions. To accelerate mobile cloud apps
development, we aim to propose an integral conceptual framework that encompasses all aspects of the development
of a mobile-cloud system.

This paper is organized as follows: Section 2 deepens in the research problem at hand, Section 3 presents the
justification for this project, Section 4 outlines the general and specific objectives of this study, Section 5 details the
research methodology used, Section 6 presents a literature review that features two state-of-the-art –mobile cloud
computing and, mobile software development methodologies–, Section 7 describes the proposed framework, Section
8 outlines the reference cloud architecture for the framework, Section 9 details the development of a prototype to
validate the framework proposed, Section 10 discusses results and findings, and Section 11 concludes this paper.



2. Problem Statement

Several disruptive technologies have seen a considerable growth over the last decade establishing the grounds for
the fourth industrial revolution. Technologies such as Big Data, cloud computing, Internet of Things (IoT),
Smartphone technology, Artificial Intelligence (AI) and Machine Learning (ML), Blockchain, are representative
examples of disruptive technologies that are driving the market towards a more digitalized world. The present study
focuses on two of those technologies – namely, mobile (smartphone) applications and cloud computing – and how
they can benefit from each other by means of providing a framework that integrates them.

Mobile applications, mostly referred to as apps, is a fast-growing emerging market. According to [1] 218 billon app
downloads were registered only in 2020, compared to 140.7 billion in 2018. The worldwide mobile app revenues are
an ever-growing trend, with an amount of $ 365.2 billion USD registered in 2018 and is projected to grow up to $
935.2 billion USD by 2023. The largest application marketplaces (Google’s Play Store and Apple’s App Store) add
up to 4.83 million applications. A more conservative source [2] claims the global mobile application market size was
valued at $106.27 billion USD in 2018 and is projected to reach $ 407.31 billion USD by 2026.

Likewise, Cloud Computing is another fast-growing emerging market. [3] estimates the combined market size of the
three main cloud services – namely, Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as
a Service (SaaS), to amount to $ 289.5 billion USD by 2022. [4] claims “The global cloud computing market size is
expected to grow from USD 371.4 billion in 2020 to USD 832.1 billion by 2025, at a Compound Annual Growth
Rate (CAGR) of 17.5% during the forecast period.”

The market size of both technologies suggests a high demand of implementations of them, in layman terms, they are
a “hot topic”. Developers worldwide strive to implement said technologies in order to cope with the market.

Mobile applications are usually designed to serve a single purpose and cope with the limitations of smartphone
devices such as limited battery and processing power, among others. Cloud computing can be used to surpass said
limitations by means of computational offloading [5]–[9]. For example, data storage of an app can be relegated to
the cloud in order to preserve memory and disk space on the smartphone. The same can be done with computational
tasks, especially intensive ones. Furthermore, the cloud enables applications to deliver results that would otherwise
be unachievable on a mobile device, e.g., Shazam – an app used to discover songs – would be unfeasible without a
strong back-end that processes the user request and delivers a song metadata in seconds, it is highly unlikely and
impractical to have a complete songs database within the smartphone (storage limitation) and process the recorded
snippet against the database to find the accurate song (processing power limitation).

To the best of the authors’ knowledge and research, there exists no framework that combines said technologies in
order to provide value in a “faster way” outside an educational environment [10]. The aim of this study is to provide
an integral framework that allows developers to speed up their implementation of cloud services in the development
of mobile apps that leverage such cloud services in order to establish a strong cloud back-end in a standardized
manner, thus allowing developers to spend more their time on the particularities of each development and less on the
repeating features.



3. Justification

First, this research is justified by its conceptual, methodological, and software engineering contributions.

Conceptually, it provides two states of the art. A first state of the art regarding mobile cloud computing and its
application to mobile apps development (Section 6.1) and a second one regarding mobile apps development
methodologies (Section 6.5) —in which we show how agile methodologies are predominant both in the academy
and the market. Furthermore, it gives an account of the latest technologies in cloud computing that can be leveraged
by mobile apps and the latest technologies that can be used to develop mobile apps.

Methodologically, this investigation shows how exploratory research can be conducted to develop a (mobile)
software development framework by roughly speaking, analyzing, and synthesizing academic and empirical
information in the field. Furthermore, the research conducted in this study can be extrapolated to other software
development frameworks. A representative example of this suggested extrapolation would be the proposition of a
web apps development framework since current web apps are closely related to mobile apps.

In terms of software engineering, we propose an integral framework (Section 7) for the development of mobile
applications that leverage cloud services. The framework proposed aims to speed up the development lifecycle of
mobile apps by leveraging cloud services within an agile development approach. Moreover, we propose a reference
architecture for implementing the model (Section 8), and we show how to validate the model by instantiating it
(Section 9).

Second, this research serves as a starting point for further developing divergent cloud Mobile as a Service (MaaS)
delivery models. For example, plenty of different MaaS models can be proposed by selecting and integrating
specific technologies recommended in this framework as we did while instantiating it (Section 9).



4. Objectives

4.1. General Objective

To design and implement a framework for the development of mobile applications using a MaaS (Mobile as a
Service) delivery model.

4.2. Specific Objectives
4.2.1. To identify how cloud models are being used in a mobile context.
4.2.2. To describe the state of the art in mobile app development methodologies.
4.2.3. To provide good practices for the design, development and deployment of mobile apps in cloud services

models.
4.2.4. To validate the proposed framework by implementing and instantiating it.



5. Methodology

5.1. Phase 1

To identify how cloud models are being used in a mobile context, initial exploratory research was performed by
querying "mobile cloud computing" on IEEE Xplore and ACM Digital Library databases for papers from 2018 on.
This research allowed us to select 30 articles that were used to describe the state of the art in mobile cloud
computing academic research. However, this formal research was considered incomplete since it did not specify, in
most cases, which specific cloud technology in the market was used to address mobile application use cases.

In order to complement the initial research, further research on existing cloud solutions was performed taking into
account articles beyond scientific papers.

5.2. Phase 2

To describe the state of the art in software development methodologies a brief systematic literature review (SRL)
was performed on "mobile software development methodologies" on the IEEE Xplore database following the
guidelines proposed by Kitchenham [11]. We established the following research question "Which are the
predominant mobile software development methodologies in the industry?". Then, we applied the following query to
the database "("mobile development" AND "methodolog*") OR ("mobile app*" and "methodolog*") OR ("web
development" and "methodolog*")". This preliminary search yielded 382 results. From these 382 results we selected
a sample of 50 studies by relevance according to the database. Each of these studies was given a score according to
its abstract and keywords considering the following questions "Is it focused on methodologies?, Is it a mobile app?,
Is it cloud?". Finally, eight studies achieved the score necessary to be considered for the state of the art and they are
analyzed and synthesized in Section 6.

5.3. Phase 3

To provide good practices for the design, development and deployment of mobile apps in cloud service models,
information from the research conducted on phases 1 and 2 was analyzed and synthesized into an integral
framework. The framework itself is described in Section 7 and a reference model for the framework is described in
Section 8.

5.4. Phase 4

To validate the proposed MaaS framework we implemented it on a use case which was then instantiated. Work on
the implementation and instantiation is described in Section 9.



6. State of the Art

6.1. Mobile Cloud Computing

According to [12] , MCC is “an emerging mobile cloud paradigm which leverage mobile computing, networking
and cloud computing to study mobile service models, develop mobile cloud infrastructures, platforms and service
applications for mobile clients”. In a similar fashion, [13] defines MCC as “a model for transparent elastic
augmentation of mobile device capabilities via ubiquitous wireless access to cloud storage and computing resources,
with context-aware dynamic adjusting of offloading in respect to change in operating conditions, while preserving
available sensing and interactivity capabilities of mobile devices [14], [15]. [16] identifies the primary distinct
service features and requirements of MCC: Offer on-demand mobile data services on a mobile cloud based on
service level agreements, Pay-as-you-use business model, offloading computing power demands from mobile
devices to clouds, multi-tenanted mobile data service, highly elastic and scalable data service and, highly reliable
and available mobile data service.

According to NIST [17] (United States’ National Institute of Standards and Technology), Cloud Computing is a
model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing
resources (, e.g. , networks, servers, storage, applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction. [18] affirms that the main difference between Cloud
Computing and Mobile Cloud Computing lies on where the processing is done. In the latter the processing and data
storage occur externally, while in the first usually only data storage occurs externally. The cloud computing model is
composed of five essential characteristics, three service models, and four deployment models.

The before mentioned characteristics are, namely: on demand self-service, broad network access, resource pooling,
rapid elasticity, and measured service. Sehgal [19] claims that the three main operational characteristics of the cloud
are: automated provisioning and data migration, transparent scaling and on-demand self-service. Both sets of
characteristics of the cloud are complementary. The main three service models are Infrastructure as a Service (IaaS),
Platform as a Service (PaaS) and Software as a Service (SaaS). The deployment models are related to the
organization that owns the cloud and are: public cloud, private cloud, hybrid cloud and community cloud [20], [21].

According to [19] the cloud computing model has several advantages over traditional computing models, such as:
shared infrastructure reduces costs, pay as-you-go , i.e. , the user only pays for the resources consumed, elasticity on
demand, increased focus on the application layer and, leveraging the hardware concerns to the cloud provider.
However, such advantages introduce a series of risks to be considered. The set of risks includes losing knowledge
and direct control over underlying hardware, noisy neighbors potentially affecting performance, difficulty to
diagnose performance issues due to virtualization and limited visibility, potential security risks of placing mission
critical data on remote servers and vendor lock-in, that refers to difficulties on retrieving data from a specific vendor.

The mobile cloud computing model benefits from characteristics of mobile devices , e.g., smartphones, tablets,
laptops; such as portability, accessibility, elevated multiplicity, immediacy of access; while overcoming their main
limitations such as limited computational resources and battery life. [18] identifies five key resource limitations of
mobile devices: CPU, memory, storage, battery and time. To achieve this, the mobile cloud computing model
leverages cloud services to offload heavy computational tasks to the cloud [14], [22] thus preserving the battery life
of mobile devices and achieving results, and supporting applications, that would otherwise take too long for the user
to have a positive user experience (UX) or would be unfeasible on mobile devices [18], [23]. [18] points out
industries that would benefit from mobile cloud services being e-commerce, healthcare [24], e-learning, education,
finance, point-of-sale and transportation [6].

[16] identifies issues concerning mobile cloud applications which are as follows. First, data security and mobile user
privacy are needed to guarantee the user’s trust in the mobile system. Second, multi-tenancy and customization in
mobile data service, considering multi tenancy as a one of the key features of MCC and Mobile SaaS, the need for
supporting multi-tenanted mobile data services arose. [7] points out writing mobile cloud computing applications is



not straightforward since it implies parallelization, partitioning and distribution of the code. Furthermore, mobile
developers need to address the high variability in network conditions induced by the constant mobility of devices.

[18] identifies the following MCC application models: augmented execution, where processes are offloaded to the
cloud via virtualization; elastic partitioned/modularized applications, where unlike augmented execution granularity
of partitioning occurs at the application layer instead of the process layer; application mobility, ad-hoc mobile cloud
and cyber foraging, where dynamically discovered resources are used for remote execution. The main difference
between the ad-hoc mobile cloud model and cyber-foraging consists on where the resources are located. In an
ad-hoc mobile cloud environment, resources are on mobile devices. Cyber-foraging utilizes remote resources.

Taking into consideration the limitations in terms of storage in mobile devices, [25] indicates one alternative
approach to mobile-based databases are cloud-based databases that support mobile users and applications on mobile
devices. To this end, authors present a mobile enabled cloud database solution, i.e. , framework, called MCloudDB
“which can be used by developers as a bridge to connect and integrate mobile applications with back-end cloud
databases to support mobile cloud data management and access services”. Regarding multi-tenancy [25], in a mobile
cloud environment tenants can access services at the following different levels increasing in abstraction: physical
data store level (which refers to the data storage infrastructure), logic database level, data table level, application
level and, user interface level.

Identity as a Service is one representative example of a mobile cloud service, which is composed of the following
components: Authentication, Authorization, User Management and Central User Repository. Authors in [26]
introduce a series of criteria for evaluating Identity and Access Management (IAM) services. The criteria are as
follows: extensive authentication and authorization support, user-friendly single sign-on support, lightweight
standard/protocol; platform independent, vendor neutral and open standard; scalable standard, web and native
mobile apps support, consumer and enterprise support, immediate revocation of access support, end user delegated
authorization support, data integrity support, data confidentiality support, and mobile standard.

[6] points out several application fields for mobile cloud computing. They are as follows. Mobile trade, where users
can carry out mobile banking, mobile broker operations, mobile marketing and advertising. Mobile healthcare [24]
which provides: rendering medical monitoring services for observation of patients in real time at any place,
development of emergency control system, organization of mobile medical devices equipped with an alarm system
and, storage of medical experience and data of patients used in studies. Mobile training, where companies can train
their employees using mobile solutions. Mobile gaming, more and more games that consume cloud services, e.g. , in
multiplayer experiences networking, or storing user profiles.

Authors in [24] identify the potentials of mobile cloud computing applied to the field of healthcare. Hence, they
propose a Medical Mobile Cloud Multi Agent System, named 2MCMAS, that combines mobile cloud computing
and multi agent systems in order to provide cloud services for the healthcare industry.

[8] presents the proposal and design of a smartphone application, named Mission Swatcha, that uses cloud services
as a bridge to connect citizens and authorities as a means to pursue a cleaner society. The application features mainly
user profile, complaint submission and registry. Authorities can track complaints in real time and post updates on the
complaints’ status.

Authors in [27] identify the need for interactive learning tools, mainly in STEM fields (but can be extended to other
fields) that facilitate teaching and learning and to make them more productive. Authors point out there are
significant indicators that show that the usage of technology enhanced learning improves the quality of both
teaching on learning. Research shows that mobile devices can be beneficial when used properly in a classroom
environment. To this end, they propose a Mobile Response System (MRS) that uses mobile devices and cloud
services in interactive problem solving. The proposed system’s infrastructure aims to reduce instructor workload,
give students transparent access and provide extensibility to different disciplines. MRS is defined by the authors as a
software environment that eases in-class problem solving exercises and provides immediate feedback on
submissions using mobile devices.

Authors in [28] propose a remote engine management system based on mobile cloud services. The Electronic
Control Unit (ECU) of a motor allows not only to control it, but to monitor it and diagnose faults. The system



proposes gathers ECU data in a mobile device, e.g., smartphone, laptop; which then sends the data to the cloud
platform, where big data analysis is performed. The mobile devices act as network brokers between the ECUs and
the centralized remote cloud.

Authors in [29] propose two mobile cloud applications for university environments. Specifically, the first is related
to fire detection and the second to traffic monitoring. Both applications follow the same infrastructure and
architecture. Sensors are connected to mobile devices, which are consumers of cloud services.

6.2. Serverless and Microservices Architectures

One representative example of cloud services are serverless functions. Serverless functions are functions that run on
demand on servers transparent both to the end user as to the developer, with minimal deployment effort. [30] points
out no server deployment and management are needed. Serverless functions are invoked as a best-effort service [30]
and are event triggered [31]. Serverless functions allow computational intensive code to be executed on a completely
abstract infrastructure handled by the cloud service provider.

Serverless architecture implements code offloading via serverless functions in order to deploy web/mobile
applications with features beyond the limitations of the clients. Serverless functions abstract infrastructure, thus they
can be classified as Functions as a Service [32], which is a type of Platform as a Service. Main provider’s serverless
functions services include Microsoft’s Azure Functions, Amazon’s AWS Lambda, Google Cloud Functions and
PubNub Functions. Google also provides Firebase Functions, which were conceived to act as a backend for mobile
applications. Currently it supports both mobile and web applications.

Since serverless architecture allows decoupling functions from the main codebase to specific functions that run
remotely, they can be used on implementations of microservices architecture. The microservices architecture focuses
on decoupling an application’s codebase so that each microservice has only one functionality and orchestrating the
different microservices to act as a distributed whole. In a microservices architecture, features of the application are
deployed separately as microservices following the single responsibility principle [33].

[34] points out each microservice should be flexible and provide a clear API for composability. The operation of a
Microservices architecture is controlled by an orchestrator microservice. Microservices architecture is a paradigm
that aims to overcome the limitations of traditional monolithic architectures. A monolith is a program or application
that depends on a single complex codebase, where there exists little feature independency as compared to a
microservices application or system. In a monolithic architecture the complete set of features of a program is
deployed as a whole [33].

6.3. Native vs Hybrid Mobile Development Frameworks

Currently there exists a wide range of options regarding the mobile development framework to be used. On one
hand, native applications are those developed for a specific operating system [35]. The main advantage of native
development is that the application can fully exploit the client capabilities, e.g., sensors, cameras. Native Android
development is written in Java or Kotlin (which runs on the java virtual machine and was designed with null safety
as a priority) using the Android Studio development environment. Native iOS development is written in Objective-C
or Swift (designed by Apple) using the Xcode development environment [36]. The downside of native mobile
application development is that for an application to work in both platforms, two different codebases need to be
developed and maintained [37] . [38] indicates migrating an application from an operative system to another is not
straightforward as translating the code as differences such as languages, libraries, tools, design principles and
specific hardware features.

On the other hand, hybrid development refers to developing cross-platform applications, i.e., applications that can
run on different operating systems with little to no changes on the code depending on the platform. Hybrid mobile
development is mainly carried out within a framework. There are two types of hybrid mobile development
frameworks according to the compilation process. They are also referred to as Cross-Platform development
frameworks [36]. First, web based mobile frameworks such as Ionic and Cordova aim to provide a lightweight
mobile experience by using a single codebase (intended to fit any platform) which consists of a WebView bundled
inside an application installer. Web based mobile applications are written using HTML, CSS and JavaScript [36], as



any web application [39]. These applications have the advantage of requiring little storage and processing capacity,
since most of the codebase resides on the cloud and the client’s only task is to render the view and passing events to
the cloud. However, their main drawback consists of the fact that they cannot access the full potential of mobile
devices since they are utterly device agnostic. This limitation of web based mobile applications difficulties drawing
the line between a web based mobile application and a progressive web application (PWA) [36]. Second, to
overcome the limitations of web based mobile applications while leveraging the extended capabilities of native
development, native-hybrid frameworks arose. Native-hybrid mobile development frameworks aim to develop a
single codebase that on building transpilers to native language, thus being able to exploit the full capabilities of the
client. Representative examples of native-hybrid frameworks are: Xamarin [40], developed by Microsoft, where
mobile applications are developed using C # that is later transpiled at runtime to Objective-C in the case of iOS and
Java in the case of Android, with a market share of 14 % [41] of cross-platform mobile development frameworks as
of 2020 ; React-Native [42], developed by Facebook based on the web application framework React, where mobile
apps are written using JavaScript and CSS (HTML is embedded in the JavaScript code via JSX [43], with a 42 %
market share; and Flutter [44], developed by Google, with a market share of 39 %, where applications are developed
using Dart, a language specifically designed by Google to develop reactive applications, both mobile and web, based
on the object oriented programming principles of Java and the versatility of JavaScript.

6.4. Mobile Application Design Patterns

Most industry-level mobile applications follow at least an application design pattern in order to develop and
maintain an organized codebase. Design patterns are intended to facilitate code reusability and readability, thus
enabling developers to write better code that would be possibly useful in future projects. Design patterns are
multi-tiered in nature and aim to provide separation of concerns, e.g., no business logic should be implemented on
the view code; in applications so as to increase modularity, scalability, maintainability, reusability, readability
[45]–[47]. Representative examples are MVC (Model-View-Controller), MVP (Model-View-Presenter), MVVM
(Model-View-ViewModel).

6.5. Dart and Flutter

Dart was first introduced by Google as a programming language in late 2011, defined by [48] as a class-based
optionally typed programming language for building web applications. Currently, according to [49] types in dart are
not optional but inferred by the Dart Analyzer. [50] also points out Dart has become a general-purpose programming
language. The author in [48] identifies three main goals that Dart aims to achieve: create a structured yet flexible
language for web programming, making it feel familiar and natural to developers thus easy to learn, and ensuring
delivery of high performance on all modern web browsers and environments; ranging from client devices , i.e. ,
front end, to server-side execution , i.e. , back-end. [48] and [51] indicate that Dart code can be executed in two
ways: first, on a native virtual machine or second, using a JavaScript engine that translates Dart code into JavaScript.

According to the official Dart documentation [51], Dart is an object-oriented, class-based, garbage-collected
language with a C-style syntax , i.e. , extends concepts of the ALGOL language family [50], [52]; that shares many
features of Java and C#, and others with JavaScript. Dart supports interfaces, mixins, abstract classes, reified
generics and type inference, i.e. , omitted type annotations are resolved implicitly by the analyzer. [50] affirms Dart
allows developers to provide type annotations selectively thus determining which parts of the program are statically
typed. [53] points out that despite being object oriented, Dart can be used in functional programming. Hence, Dart is
classified as a multi-paradigm programming language or general-purpose language.

Flutter [44] is an open source cross-platform user interface software development framework created by Google.
Flutter is used in the development of applications for web browsers, Android, iOS, iPadOS, Windows, MacOS and
Google’s Fuchsia. It aims to provide cross-platform applications from a single codebase with little alterations
regarding the running platform, e.g. , certain additional configurations are needed when developing a mobile app, for



Android and iOS. Flutter is designed to allow code reuse across operating systems, while allowing applications to
access the underlying services of devices.

6.6. Mobile Application Development Methodologies

Stapic et al. [54] identify two different definitions for Systems Development Methodologies (SDM). First,
considering SDM as a noun, they define it as “a framework that is used to structure, plan, and control the process of
developing an information system —that includes the pre-definition of specific deliverables and artifacts that are
created and completed by a project team to develop or maintain an application.” Second, considering SDM as a
verb, it can be seen as “an approach used by organizations and project teams to apply the software development
methodology framework.”

Stapic et al. [54] performed an SLR to identify newly created methodologies targeting the development of mobile
applications as they found a gap in the literature in SLRs regarding mobile application development methodologies.
Of the 49 possibly relevant studies found, they identified 14 proposed methodologies. However, of these 14
proposed methodologies, they found out only one was being used in practice: Mobile-D from Abrahamsson et al.
[55]. Mobile-D is composed of five iterations, namely: set-up or Explore, core or Initialize, core2 or Productionize,
stabilize and wrap-up or System test and fix. These phases, called iterations, feature three types of days: planning
days, working days, and release days. Mobile-D is based on practices taken from eXtreme Programming (XP), a
scalability term based on the Crystal family, and life-cycle stages based on the Rational Unified Process[56], [57].

Stapic et al. [54] list the following “well-known agile practices specified for mobile software development” on
Mobile-D, which are included in “the execution of tasks during different phases and activities”:

● Phasing and pacing
● Architecture Line
● Mobile Test-Driven Development
● Continuous Integration
● Pair Programming
● Metrics
● Agile Software Process Improvement
● Off-Site Customer
● User-Centered Focus

All of these well-known agile practices are included in the methodology proposed (ClAgMet). Thus, making it
closely related to Mobile-D. However, there exists a critical difference that is: while Mobile-D is oriented to mobile
software in general, ClAgMet is oriented to developing cloud-enhanced apps. Notice that apps refer to smartphone
applications, which is a defined subset of mobile software.

Collaguazo et al. [10] proposed an educational model for the development of IoT and Cloud Mobile applications,
named CEMA (Cloud-based Educational model for Mobile Application), that aims to structure the process of
teaching development of mobile applications that use IoT and Cloud services. CEMA uses an agile methodology
that features three phases: Identifying industry partners, Creating or updating educational resources and, Developing
projects in a cloud environment. This agile methodology encompasses the entire teaching and development
processes. Apart from IoT devices, CEMA features the following cloud services: Google Drive, SidWeb Espol,
Asana, GitHub, Google Cloud, Lucidchart, and Sigfox.

CEMA by Collaguazo et al. [10] is considered to be the most relatable study in comparison with the proposed in this
thesis (ClAgMet). However, several differences should be noticed. They are outlined in Table 1.

Table 1: Comparison between CEMA and ClAgMet.
Source: The authors



Research CEMA ClAgMet
Type of model Educational Context-agnostic development
Cloud Services Provider Specific Agnostic, several options suggested
Type of mobile app generated Android Native Native (Android, iOS), web-like

cross-platform, native
cross-platform

Uses IoT Yes No
Focus Teaching how to develop IoT &

Cloud apps
Developing apps that leverage
cloud services

Collaguazo et al. [10] referenced Esakia and McCrickard [58] for their work on “a platform-agnostic model for
teaching mobile software development using three core topics in computer science education: asynchronous
programming, model view controller, and platform underpinnings” [58]. The three core topics considered by Esakia
and McCrickard are also considered in this research. However, they do not follow a specific agile methodology since
their focus is on teaching critical aspects in mobile application development. Nevertheless, they propose a six-week
full-stack mobile development teaching plan.

Sotomayor and Andrade-Arenas [59] proposed a mobile application oriented to the attention of blood donors in the
medical centers of northern Lima. Their app features authentication and relational database access. The methodology
they used was SCRUM, in which they identified four phases: Sprint Planning, Development Stage, Sprint Review
and, Feedback. Sotomayor and Andrade-Arenas [59] quoted Troy Dimes regarding SCRUM stating that “scrum is
like a lifesaver for those companies that face difficulties in not even having a methodology to develop a software.
Scrum is a framework for creating complex software and delivering on time in a much simpler way”.

Fadzil et al. [60] developed an eLearning mobile application for teaching chemistry to secondary school students. To
develop the application, they used the framework Mobile Application Development Life Cycle (MADLC).
According to Fadzil et al. this model consists of the following phases: identification, design, development,
prototyping, testing, deployment and, maintenance. Their study did not include the prototyping and deployment
phases since it was performed in a learning environment. However, they added a final phase to the project, which
was named documentation or reporting phase. In this final phase, they compiled all the documentation from the
previous phases. In this study, testing was performed in two manners, i.e., Usability testing and Functionality testing.

Galeano et al. [61] performed a systematic mapping study (SMS) regarding mobile application development
approaches as they found related studies were limited to specific domains or outdated. Of 601 studies collected from
several databases, 43 were deemed potentially relevant. However, of said 43 studies, only 28 were considered after
filtering using inclusion and exclusion criteria. The authors found the three most common approaches to mobile
application development were: Model-Driven Development (21 % of studies), Multiplatform Approach (21 % of
studies), and Agile approach with iterative development (18 % of studies).

Galeano et al. [61] present Tables 2-5 in which they first outline strengths and weaknesses of the main three
approaches found and finally, a comparison between them. It should be noted that Galeano et al. conducted this
research in 2016. The multiplatform approach has improved since then with the emergence of cross-platform native
SDKs, e.g., Flutter and React-Native.

Table 2: Model-Driven Development strengths and weaknesses
Source: Galeano et al. [61]

Model-Driven Development
Strengths Weaknesses
Increased productivity of the development team
through (partial) automation of the development
process.

Lack of a   general theory of modeling language design.

Necessary technologies for the integration of MDD
have matured over the last decade.

High initial cost to introduce MDD in an established
production environment.



Close the communication gap between
requirements/analysis and implementation.

Difficulty in keeping the model and code in perfect
synchronization.

Recycling   of expertise, libraries, tools. Divergence between the design intent in the model
and its implementation in code.

Raise the level of abstraction of the specifications to
be closer to the problem   domain.

Lack of   experts in the area.

The capability of modeling languages to produce
models formal enough to be used in design and
analysis to make accurate predictions.

Trying to maintain the model to track the application
implies overloading seemingly without immediate
value the implementation team, who are usually
working   under pressure on deadlines.

Increases   system decomposition and modularization. Complex tools, have a high learning curve and many
of them are inflexible and often do not interact with
other complementary tools.

Suitable   for documentation. Focused on the design, analysis and implementation
phases.

The model is much easier to understand and maintain
than the code.

Resistance   to change.

Table 3: Multiplatform strengths and weaknesses
Source: Galeano et al. [61]

Web-based multiplatform approach (e.g. Ionic)
Strengths Weaknesses
The application is developed once and is available to
more users who use   different platforms

They are still under investigation and most
commercial tools are based on web technologies such
as HTML5.

Ease of development since the application is written
once and deployed on different   platforms.

Lack of the latest features introduced by the operating
system (OS).

Cost reduction as only one project needs to be
maintained.

Applications usually do not provide good interaction
and functionality compared to native   applications.

In environments where response time is not important,
this approach provides approximately the same level
of satisfaction as native environments.

In those environments where response time plays a
key role, this approach is not the   right one.

Reduced   effort and development time. Focus mainly on the software development and
implementation phase.

Easy to learn and use.

Table 4: Agile approach strengths and weaknesses
Source: Galeano et al. [61]

Agile approach
Strengths Weaknesses
Provides the development team with clear guidance
for software production without missing any steps in
the process.

In some software deliveries it is difficult to assess the
effort required at the beginning of the software
development life cycle.

Software production is fast and easy as teams are
required to deliver functional versions of the software
in a short period of time.

Focused on the traditional software life cycle:
requirements, analysis, design, implementation and
testing.

Constant interaction between the members of the
development team as well as between the
development team and the customer.

Only senior programmers are capable of making the
kind of decisions needed during the development
process.

Rapid   adaptation to change. Scarce   documentation.
Continuous attention to technical excellence and good
design.



Table 5: Comparison between main mobile development approaches
Source: Galeano et al. [61]

MDD Multiplatform Agile
Main disadvantage

Modeling languages with weak
semantics.

Lack of the last features
introduced by OS.

Difficult to assess the initial effort
required.

Type of generated apps
Multiplatform apps. Multiplatform apps. Depends on the approach used in

development.
Easy to learn and use

High learning curve. Easy to learn and use. Fast and simple development.
Consideration   of the life cycle of mobile applications

Focused on analysis, design and
implementation phases.

Focused   on implementation phase. Focused on the classical software
lifecycle.

Mahmud & Abdullah [57] analyzed several studies regarding agile methods in the mobile application development
process. They selected eight lines of research and extracted from them the agile method used in said research and the
scale of the mobile application generated. They argued that “agile development process can fit into mobile
application development process, which is totally different from the traditional process.” Their results are
summarized in Table 6.

Table 6: Agile methods in mobile application development processes
Source: Mahmud & Abdullah [57]

Research Agile Method Scale of application
Mobile D eXtreme   Programming Small to   Medium
MASAM Test Driven Development, Pair

Programming, Refactoring
Small

HYBRID Adaptive Software Development,
New   Product Development

Small

SCRUM SCRUM Small
MobileD Improvement eXtreme   Programming Small to   Medium
SLeSS SCRUM, Lean Six Sigma Small
MASEF eXtreme Programming Small to Medium
DSDM DSDM Medium to Large

Vesela and Krbecek [62] performed a survey regarding development methodologies of mobile application (apps) in
the Czech Republic. Of the 52 valid responses they received, they selected 36 for their study. They found out that
58\% of the companies were using agile methods in the development of mobile applications and that the most
common methodologies known by the companies were (by score): Scrum, Waterfall Development and Test-driven
development.



7. Description of the proposed framework (MaaS)

The MaaS framework proposed consists of several layers. Section 7.1 presents the overall framework model.
Following, we discuss considerations for each layer.

7.1. Framework Model

Figure 1 presents a layered model for the framework. The Methodology and Cybersecurity layers are vertical since
they affect the complete system. Central layers, i.e., Delivery Channels, Technology and Infrastructure; are stacked
and range vertically from closest to the user to closest to the data.

Figure 1: MaaS Framework Model
Source: The authors

7.2. Methodology Layer

The proposed framework features a generic agile software development methodology named ClAgMet –from Cloud
Agile Methodology. Research methodology was previously discussed in Section 5. Following the principles of
agilism, ClAgMet borrows elements from the most common methodologies in the software development industry,
e.g., Scrum, Kanban and, Xtreme programming (XP).

7.2.1. Roles

ClAgMet identifies the following critical roles in the development of a mobile application. They are classified based
on whether or not they pertain to the agile team.

● End user: is the final user of the application. The complete development process and the product itself must
be tailored to the needs and satisfaction of the end-user. The end-user itself is considered part of the
development process despite not being part of the agile team.



● Customer: It is the person or entity that hires the agile team to develop the application. It may or may not
be the same as the end-user; hence the framework separates them. They are also not part of the agile team,
but they work closely with the team to generate value.

● Project Manager: is in charge of managing the project through the complete development process. It is their
responsibility to lead the agile team and articulate all parties involved towards the successful competition of
the development. The project manager interacts with the customer to guide them in the polishing of their
ideas. In the Scrum framework, the PM would act both as a Scrum Master and Product Owner. In the
absence of a dedicated PM, any member of the agile team should act as PM.

● UI/UX designer: is a part of the agile team and is in charge of designing the user interface (UI) and guiding
the development towards a better user experience (UX).

● Front-end/Mobile developer: is a part of the agile team and is in charge of developing the client interface
for the application. Works closely with the designer in order to guarantee an elegant interface and a smooth
user experience. In the lack of a designer, the front-end developer is in charge of the design and experience
of the client application.

● Back-end developer: is a part of the agile team and is in charge of developing the server-side code,
including database concerns. In the lack of a DevOps engineer, it is the back-end developer’s responsibility
to deploy the application and configure the pipelines.

● Cloud architect: is a part of the agile team and is in charge of architecting the cloud models used during the
deployment of the application. In the lack of a cloud architect, a DevSecOps engineer or a Back-end
developer can fulfill this duty.

● DevSecOps engineer: is a part of the agile team and is in charge of the deployment of the code from the
development/testing environments into production. Their primary responsibilities are configuring CI/CD
pipelines and ensuring the cybersecurity of the overall system.

● Quality assurance engineer: is a part of the agile team and is in charge of testing and finding bugs on the
developers’ code to guarantee quality upon deployment and productizing. In the lack of a QA engineer,
each role should test its own work, and it is the PM’s responsibility to promote the tested integration
between the parts.

● Stakeholder: corresponds to any parties interested in the application that do not fall into any of the roles
described above, e.g., investors. Stakeholders are usually not part of the agile team.

Following the Scrum guidelines, an ClAgMet agile team should be composed of three to nine members. Based on
XP, ClAgMet enforces pair programming; thus, we recommend –if possible– at least two of each type of developers
in an agile team. Though not only can developers be coupled, extra QA and DevSecOps engineers can also provide
value through redundancy. One downside of pair-programming could be the difficulty of articulating two persons
doing the same job. However, based on the principles of agilism, we consider this can be overcome by effective
communication.

A fully-fledged 9-person agile team could be composed of: a PM, an UI/UX designer, two mobile developers, two
back-end developers, a Cloud architect,  a DevSecOps engineer, and a QA engineer.

The roles described beforehand can be summarized in Table 7

Table7: ClAgMet Roles
Source: The authors

ClAgMet Roles
Stakeholders Agile Team
End-users
Customers
Generic stakeholders (investors, incubators)

Project manager
UI/UX designer
Front-end/Mobile developer
Back-end developer
Cloud architect
DevSecOps engineer
Quality assurance engineer



7.2.2. Development cycle

The development cycle encompasses six stages which are depicted on Figure 2. The key idea behind this is the
maxima Think Big, Start Small, Change Fast.

Figure 2: ClAgMet cycle
Source: The authors

The development cycle stages are as follows:

● Envision: From an initial idea generate a hypothesis of the final product (the mobile application)
● Build at small scale: Take the hypothesis and develop a Minimum Viable Product (MVP) from it.
● Deploy: Deploy the MVP into the testing environment.
● Observe and Measure: Test the MVP in order to assess whether or not it should be productized or not. At

the same time, keep building MVPs since this is an iterative process.
● Productize: Proven ideas go from testing environment into production environment.
● Drop: Disproven ideas are discarded. At this stage, if the team sees it fit (for example, too many disproven

ideas in comparison to proven ones), work can be pivoted into a new Envision phase.

7.2.3. Reference activities

Stapic et al. [54] present on Table 8 a detailed set of tasks for the Mobile-D methodology [55] categorized in
development days and activities. This set of activities and tasks can be used as a reference for the instantiation of
ClAgMet. However, it should be noticed that other agile tasks and activities can be used while instantiating.
ClAgMet is in this sense abstract as it does not focus on the specific tasks to be carried out but on the usage of Cloud
technologies in order to achieve the development of a mobile app. Examples follow:

● All documentation related tasks can leverage office automation SaaS solutions such as Microsoft Office
Online and Google Docs to promote ubiquitous collaboration.

● Said documentation can be uploaded to Storage as a Service solutions such as Google Drive, Dropbox or
Microsoft OneDrive, to provide ubiquitous access and promote transparency and collaboration.

● Pair programming can be done remotely by means of video-calling platforms that allow screen-sharing
such as Google Meet, Zoom or Microsoft Teams.

● Project Management should be supported by SaaS solutions such as Wrike, Trello or Jira in order to
maximize efficiency and transparency in communication and task allocation.



Table 8: Mobile-D phases, activites and tasks
Source: Stapic et al. [54]

Mobile-D Phases Development days/ Activities Taks

Explore Stakeholder establishment Customer establishment
  Stakeholder group establishment

 Scope definition Initial requirements collection
  Initial project planning

 Project establishment Environment selection
  Personnel allocation
  Architecture line definition
  Process establishment

Initialize Project set-up Environment setup
  Training
  Customer communication establishment

 Planning day in 0 iteration Architecture line planning
  Initial requirements analysis

 Working day in 0 iteration  
 Release day in 0 iteration  

Productionize Planning day Post-iteration workshop
  Requirements analysis
  Iteration planning
  Acceptance test generation
  Acceptance test review

 Working day Wrap-up
  Test-driven development
  Pair programming
  Continuos integration
  Refactoring
  Inform customer

 Release day System integration
  Pre-release testing
  Acceptance testing
  Release ceremonies

Stabilize Planning day Post-iteration workshop
  Requirements analysis
  Iteration planning
  Acceptance test generation
  Acceptance test review

 Working day Wrap-up
  Test-driven development



  Pair programming
  Continuos integration
  Refactoring
  Inform customer

 Documentation wrap-up  

 Release day System integration
  Pre-release testing
  Acceptance testing
  Release ceremonies

System test & fix System test System test

 Planning day Post-iteration workshop
  Requirements analysis
  Iteration planning
  Acceptance test generation
  Acceptance test review

 Working day Wrap-up
  Test-driven development
  Pair programming
  Continuos integration
  Refactoring
  Inform customer

 Release day System integration
  Pre-release testing
  Acceptance testing
  Release ceremonies

7.2.4. Reference metrics

Agile methodologies use metrics to measure and control the software development process itself. Agile metrics can
be used to increase quality and productivity [63]. Based on the Scrum methodology [64]–[66] , ClAgMet proposes
the following metrics as a reference. Notice that additional metrics can be included for further observation of the
software development process.

● Velocity: Measures how many user stories were completed by the team, on average, on previous sprints. It
assists in estimating how much work the team is able to accomplish in future sprints [64]. The more
iterations, the more accurate this metric will be. It determines the forecast, the number of hours and helps
in determining the ability of the team to work with the backlogs [66, p. 10].

● Sprint Burndown Chart: This chart shows the number of hours remaining to complete the stories planned
for the current sprint, for each day during the sprint. [64]. The x-axis represents time in days and the y-axis
represents work left. An example of this chart is presented in Figure 3.

● Epic and Release Burndown Chart: These charts track the progress of development over a larger body of
work than the Sprint Burndown chart. An epic, in the context of agile development, is understood as large
bodies of work than can be broken down into smaller units called stories.

● Control Chart: A control chart focuses on the cycle time of individual issues or stories. [65]. It measures the
total time for a story to be completed.



● Throughput: This metric represents the team's productivity. It is the measure of story points per iteration
[66, p. 10].

● Quality metrics: Quality metrics such as MVP-to-production conversion ratio and MVP-to-discarded
conversion ratio should be taken into account to gain insight and improve the idea generation process.

Figure 3: Sprint Burndown Chart
Source: Sealights [64]

7.2.5. Mobile app architectural pattern

The mobile app architectural pattern proposed is Business Logic Components architecture (BLoC) introduced for
mobile apps by Google and, mainly aimed at Flutter with the Dart libraries bloc and flutter_bloc. BLoC promotes a
clear segregation between the presentation layer, i.e., the views and, the business logic. To do so, BLoC uses the
concepts of events and states. User interacts with the view which passes events to the bloc layer. The bloc layer
replies with states which are used to build the user interface. The bloc layer also communicates with the data layer
using requests and responses in a client-server fashion. This architectural pattern is based on reactive programming,
that is, programming using streams of asynchronous data [67].

According to [68] the BLoC pattern allows to separate the application in three layers, as shown on Figure 4.

Figure 4: BLoC architecture
Source: bloclibrary.dev [68]



The data layer is in charge of retrieving and manipulating data from one or more sources. It can be split in two parts:
data providers and repositories. A data provider responsibility is to provide raw data and it should be generic and
versatile. The repository layer is a wrapper around one or more data providers with which the Bloc Layer
communicates [68]. In a repository data can be also transformed before being passed to the Bloc layer. [68] follows,
describing "The business logic layer's responsibility is to respond to input from the presentation layer with new
states. This layer can depend on one or more repositories to retrieve data needed to build up the application state."
Regarding bloc-to-bloc communication, Every bloc can subscribe to other blocs' stream of states to react to changes
within the bloc. [68]finishes by describing the presentation or UI layer: "The presentation layer's responsibility is to
figure out how to render itself based on one or more bloc states. In addition, it should handle user input and
application lifecycle events."

7.3. Delivery channels layer

This layer refers to the ways of productizing the application. The first aspect of allowing users to access the product,
i.e., the system developed is through a mobile app that communicates with the back-end and acts as a front-end
interface. A mobile app is a type of software developed to run on smartphone devices, mainly on the Android and
iOS operative systems (which amount to 99.18\% of the market [69]). In this context they are used as interfaces
between the user and the cloud services that are consumed. Mobile apps leverage mobile hardware elements such as
camera and microphones.

DevOps refers to the set of practices that originally allowed Development (Dev) and Operations (Ops) teams to
build, test, and deploy software faster and easier. Nowadays, this set of practices is performed by specialized and
dedicated engineers. Continuous integration (CI) allows code to be integrated into the development repository
frequently and incrementally in an automated manner. Continuous Deployment (CD) takes the CI concept further
and includes deployment in the pipeline. CI and CD provide value in this context as they allow software to be
updated and fixed with ease and more frequently by integrating or deploying code more often. This framework
recommends that front-end code (mobile app code) and back-end code should be kept in different repositories with
clearly separated pipelines.

In terms of cybersecurity, DevSecOps extends the DevOps concept and includes cybersecurity concerns. For
instance, protecting the server against malicious requests or setting up a firewall. Redhat [70] affirms DevSecOps
considers security practices from the start of the project and "is about built-in security, not security that acts as a
perimeter, around apps and data". DevSecOps practices includes security automation. Redhat presents the following
guidelines for DevSecOps:
Regarding Environment and Data security:

● Standardize and automate the environment: Each service should have the least privilege possible to
minimize unauthorized connections and access.

● Centralize user identity and access control capabilities: Tight access control and centralized authentication
mechanisms are essential for securing microservices, since authentication is initiated at multiple points.

● Isolate containers running microservices from each other and the network: This includes both in transit and
at rest data, since both can represent high-value targets for attackers.

● Encrypt data between apps and services: A container orchestration platform with integrated security
features helps minimize the chance of unauthorized access.

● Introduce secure API gateways: Secure APIs increase authorization and routing visibility. By reducing
exposed APIs, organizations can reduce surfaces of attacks.

Regarding CI/CD process security:



● Integrate security scanners for containers. This should be part of the process for adding containers to the
registry.

● Automate security testing in the CI process. This includes running security static analysis tools as part of
builds, as well as scanning any pre-built container images for known security vulnerabilities as they are
pulled into the build pipeline.

● Add automated tests for security capabilities into the acceptance test process. Automate input validation
tests, as well as verification authentication and authorization features.

● Automate security updates, such as patches for known vulnerabilities. Do this via the Dev[Sec]Ops
pipeline. It should eliminate the need for admins to log into production systems, while creating a
documented and traceable change log.

● Automate system and service configuration management capabilities. This allows for compliance with
security policies and the elimination of manual errors. Audit and remediation should be automated as well.

7.4. Technology layer

This layer encompasses the different concrete technologies that the proposed framework uses to support a
cloud-based mobile application. Following, a brief description of each and how they can be used in the proposed
framework.

7.4.1. Smartphone technology

Smartphone technology has a critical role within this framework as mobile devices are understood as a
self-contained computing and networking environment that acts as an interface between the user and the cloud
resources by using a mobile type of software denoted mobile apps. Smartphones also are of high importance due to
their additional hardware capabilities, e.g., camera, accelerometer, that allow for different types of data inputs. Input
data can be processed within the smartphone or in the cloud depending on where the data should be stored and used
and how complex the processing itself is. This framework recommends relegating more computational heavy tasks
to the cloud to preserve smartphones' battery life.

7.4.2. Virtualization technology and Distributed technology

In the context of cloud computing, virtualization can be understood as the duplication or replication of a resource
that is migrated from the cloud to the end-user [21]. In the context of this framework, virtual resources are
processing instances, networking instances, database instances, file storage instances. Distributed technology allows
the combination and orchestration of cloud services and resources to implement a distributed system.

7.4.3. Virtual Private Cloud (VPC)

A virtual private cloud (VPC) is an architectural pattern that allows a security level close to a virtual cloud within a
public cloud services provider. It allows the deployment of resources in a logical fashion defined by the cloud
architect. In the context of this framework, the use of a VPC is recommended in situations where sensitive data is
handled. Furthermore, using a VPC allows for the isolation of resources from the user with the usage of public and
private subnets. In the context of this framework, applications that require the use of a VPC should be deployed with
four infrastructure components: public subnet processing instance running an API (public API), NAT gateway that
allows the private subnet to connect to the public subnet, private subnet processing instance running an API (private
API) and, a private subnet database instance. The public API receives input from the front-end, handles
authentication, and secures the back-end. The private API receives requests from the public API and returns



responses after performing operations on the database. The reference use case of this paradigm is shown on Section
8.

Public cloud services providers that feature VPC include Amazon Virtual Private Cloud [71], Alibaba Virtual Private
Cloud [72], IBM Cloud Virtual Server [73] and, Azure Virtual Network [74].

7.4.4. Serverless functions

Serverless functions are a cloud service that allows single-purpose functions to be executed in a cloud environment
without provisioning or managing servers. They can be called directly from the front-end or triggered on events.
According to AWS Lambda [75] use cases of serverless functions include data processing, real-time file processing,
real-time stream processing, back-end consolidation for web applications, mobile applications and, IoT systems.
In the context of this framework, serverless functions are used to consolidate the back-end of mobile applications
without provisioning and managing servers in a distributed microservices back-end architecture. The reference use
case of serverless functions is shown in Section 8.

Public cloud services providers that feature Serverless Functions include AWS Lambda, Google Cloud Functions
[76] , Azure Functons Serveless Compute [77], Alibaba Function Compute [78] and, IBM Cloud Functions [79].

7.4.5. Code repositories

Code repositories are used in the context of this framework for code hosting and versioning, synchronization
between development and production environments, and collaboration between members of the agile team. Projects
developed within the framework proposed should include at least two separate repositories: one for the mobile app
code and one for the back-end code. Although frequently, more repositories are in need. For instance, if the system
features two logically separated APIs or more, each API's code should be hosted on a separate repository. Another
use for code repositories is configuring CI/CD pipelines, as several code repositories providers include this
Integration-as-a-Service model.
The framework proposed recommends the free and open source git version control system [80] for its ease to learn
and popularity. Hence, a software engineer can familiarize with git and use it on different providers such as GitHub
[81], GitLab [82], Bitbucket [83] and, Azure Repos [84].

7.4.6. Authentication services

The proposed framework features authentication services in applications that need user profiling and resource access
management. In systems that employ VPC, authentication is recommended to be performed on the public subnet as
it secures further the private subnet. In lack of a dedicated authentication service, authentication can be performed
using JWT (JSON Web Token) as it is shown in Section 9. NextAuth [85] proposes the following best practices
regarding authentication on mobile applications:

● Avoid local-only validation on the mobile device of biometrics or user secrets.
● Fully use the capabilities of the built-in secure element.
● Use digital signatures. Do not rely on long-term secrets (i.e. tokens or passwords) that are sent in plaintext

to the server for verification. (However, taking into account the security level required for the prototype
application, we used tokens following the well-known KISS principle).

● Ask explicit user approval when necessary, based on the security requirements of the application.
● \Connect user and app authentication, manage app sessions and user interaction requirements explicitly.
● Use verification-without-disclosure technology to validate fallback PIN codes or passwords.



7.5 Infrastructure layer

The infrastructure layer groups the essential infrastructure components needed to develop cloud-based mobile apps
following the proposed framework. The layer features mobile devices –on which apps run- as the only non-virtual
component and, Infrastructure-as-a-Service (IaaS) services grouped into categories.

Processing and networking instances refer to cloud virtual resources specialized in one of the two functions. For
instance, the public API server is considered to be a processing instance; although it performs networking tasks. On
the other hand, the NAT gateway required to exchange data between public and private subnets is considered a
networking instance. Other networking resources include internet gateway and routers.

Infrastructure level resources are protected using network access control lists, detailed routing tables and, security
groups –which determine who has access to which cloud resources. For instance, and admin security group may
access all of the cloud services in contrast to a public security group which only grants access to the public subnet.\\
Database instances refer to cloud-hosted databases. They are categorized into relational or document-based
depending of the type of records the database uses. Simform [86] classifies app in relation to their database in three
types: offline, that is, apps that use local storage; online, apps that depend on online (cloud) storage and;
synchronized, apps that synchronize local data with cloud data, thus, data is persisted and synchronized both locally
and in cloud database servers. Simform outlines the following general criteria for selecting a database for a mobile
app:

● Data structure: refers to how the data is stored and retrieved.
● Data size: refers to the quantity of the data needed to be stored and retrieved as critical application data.
● Speed and Scale: address the time it takes to service incoming reads and write operations. The database

selected should be able to handle properly the I/O needs of the app taking into account the structure of the
data. For instance, MySQL is faster than MongoDB for structure data; in contrast, MongoDB is faster than
MySQL for non structured data.

● Data Modeling: Before selecting a database, data should be first modeled to support features such as search
queries, reporting and, location-based features.

● Data Security: Security features such as authentication, data at rest encryption, data in transit encryption
and, read/write access should be taken into account when selecting a database. Simform [86] claims
"Authentication should be flexible and allow for the use of standard, public, and custom authentication
providers. Support for the anonymous access is also important for many apps. For data at rest on the server
and client, you’ll want support for both file system encryption and data-level encryption. For data in
motion, communication should be over a secure channel like SSL or TLS. For data read/write access, the
database should offer granular control over what data can be accessed and modified by users."

● Support for multiple mobile apps platforms: support for multiple mobile platforms such as Android, iOS
and IoT devices should be taken into account when selecting a database.

Furthermore, Simform presents in Table 9 different use cases for databases in the mobile computing environment.

Table 9: Recommended database types for application features
Source: Simform [86]

App Needs Compatible database type
Continuous read and writes Document database
CRUD operations Document database
Wide variety of data types support Document database



Scalability Document oriented, schemaless design
Complex transactions Relational database
Implementing social network operations Graph database

Next, file storage buckets are used for files that do not need to be secured. For instance, static files that should be
accessed from any device should be placed into a cloud file storage bucket. Any sensitive information must not be
placed in buckets since they offer a low level of security.



8. Reference Cloud Architecture for the Framework

Figure 5: Reference Cloud Architecture for the Framework
Source: The Authors

Figure 5 displays the reference cloud architecture for the framework proposed. The reference architecture features a
virtual private cloud (VPC) composed mainly of two subnets: a public subnet that groups public instances and
serverless functions and a private subnet that groups private instances and database instances. The VPC is connected
to the internet using an internet gateway connected to a virtual router in the reference architecture. Cyber-security is
introduced at router level by using route tables. According to AWS [87] "A route table contains a set of rules, called
routes, that are used to determine where network traffic from your subnet or gateway is directed." Route tables allow
for explicit subnet association and according to AWS each subnet in the VPC should be associated with a route
table. To connect the VPC to the internet, a specific route in the main route table should be declared to point traffic
from the CIDR block 0.0.0.0/0 to the internet gateway.



On the other hand, Network Access Control Lists (NACL) [88] are used to allow or deny traffic in or out of a subnet
more specifically. In the proposed setting, the private subnet's NACL allows traffic from the public subnet instances
via http (port 80), https (port 443) and, ssh (port 22) and denies all other traffic. In contrast, the public subnet's
NACL allows traffic from all sources in the ports specified before and denies all other traffic. Thus, a systems
administrator must ssh into the public instance in order to ssh into the private instance. The usage of NACL allows
the introduction of further cyber-security at a subnet level.

Finally, a security group in a public cloud services provider allows to determine access and permissions at instance
level. According to AWS [89], "a security group acts as a firewall for your instance to control inbound and outbound
traffic." Security groups can allow inbound and outbound traffic but cannot deny it.

This section has discussed the networking devices used in the architecting of the cloud infrastructure. Processing
devices have been discussed in Section 7.



9. Prototype

To validate the applicability of the proposed framework we instantiated by developing a prototype. Broadly
speaking, the prototype is an app for storing reminders that is completely cloud-based. The prototype features three
key components, that are: mobile app (front-end), API (back-end) and cloud-based database. The front-end app
makes http requests to the API, which performs CRUD (create, read, update, delete) operations on the database
besides authentication.

9.1. Development methodology

Since a one-person team developed the application, we decided to develop each part of the system sequentially and
finally integrate them, instead of developing in parallel, as context changing for long periods slows down the
development process [90] In broad terms, the steps to follow were: selecting the technologies to be used,
architecting the cloud deployment infrastructure, developing the API back-end, deploying the API, developing the
front-end app, and finally, integrating back-end and front-end.

To validate the proposed framework with state-of-the-art technologies used in the industry, we selected Flutter for
the mobile app development and; MongoDB [91], Express.js [92], and Node.js [92] for the server-side subsystem.
Flutter allows developing native apps for both Android and iOS operative systems with a single codebase. This
raises the target devices for the application and promotes code reusability. Alternative technologies for developing
the mobile app would be Android native, iOS native, and React Native. Developing two identical apps for two
different platforms using different languages (Kotlin for Android and Swift for iOS) would have considerably
delayed development. Thus we discarded this alternative. React Native would also allow developing mobile apps for
different OS with a single codebase. However, this alternative was discarded as we did not find an official BLoC
pattern library for React Native, and developing a custom one was out of this project's scope.

We architected the cloud infrastructure for the system maximizing modularity. We used the architectural reference
model for the framework. We adapted it to the scale of the application following a traditional approach where the
server-side system is not implemented using microservices. We refrain from denoting the system as monolithic as
two completely different codebases should be maintained. The system is split into five main infrastructure
components: a DigitalOcean droplet [93] (virtual public server, processing instance, Infrastructure-as-a-Service), a
MongoDB Atlas cluster [94] (virtual database servers cluster, Database-as-a-Service), a GitHub repository for
server-side code (Repository-as-a-Service), a GitHub repository for client-side code and, mobile devices that
execute the mobile app. Section 9.2 discusses further the cloud architecture instantiated.

Following with the API development, the initial idea was to develop an application that would allow users to
authenticate and tag cats in pictures by detecting their faces using digital image processing. The user would post a
cat picture (taken from the camera of their mobile device or acquired from another source) and the API would return
a picture with cat faces tagged and metadata regarding the detected faces. To implement this feature the library
OpenCV [95] was considered. However, this idea was discarded as we found out the two most common libraries for
OpenCV bindings for JavaScript [96], [97] were incompatible with mongoose [98] – the Node.js JavaScript library
we used to model objects and handle the database business logic reducing boilerplate code. The incompatibility we
found was that the server was sending responses before OpenCV functions finished executing as OpenCV runs
synchronously and mongoose middleware —functions that are passed control during the execution of asynchronous
functions— are primarily asynchronous. We decided that assessing this issue would take too much time and would
set back the prototype development, thus discarding the idea and pivoting the project into another idea that would
validate the proposed framework.



The second and final idea was to develop an application that would store reminders for users on a cloud database,
thus allowing them to read and modify their reminders from any device they login from. To reuse the code
previously written for the API, the cat pictures resource was removed and we added a reminders resource. The
process for developing the back-end software was:

● Initial server configuration, database cluster instantiation, database connection and general middleware
implementation. The database service was instantiated using MongoDB Atlas.

● Defining models for resources.
● Defining controllers and routes. While performing this step we also wrote model specific middleware.
● Securing the API with security middleware.

All steps indicated were tested using Postman, first on the local environment, second on the deployment
environment. Section 9.3 discusses further the API architecture.

Next, to deploy the API a DigitalOcean droplet was instantiated with a Basic tier configuration. The droplet
specifications are as follows: Shared CPU, 2 virtual CPUs, 4 GB of memory, 25 GB of SSD storage and up to 4 TB
of data transfer. The server runs on Ubuntu 20.04 LTS x64. We accessed the server using ssh and configured it as
follows [99]:

● Installing Node.js and npm (node package manager).
● Cloning the project from the GitHub repository into the server.
● Installing dependencies.
● Setting up PM2 \cite{noauthor_pm2_nodate} process manager to keep the API live while unlocking the

instance terminal.
● Setting up ufw firewall. This firewall was configured only to accept traffic incoming from ports: 22 (ssh),

80 (http) and, 443 (https).
● Setting up an nginx [100] server. Nginx acts as a reverse proxy that forwards requests made to port 80 to

the instance's port 5000 —where the server is running.
● Configuring a custom CD pipeline. For this, we implemented a crontab script that pulls the GitHub API

repository for changes automatically every 5 minutes and restarts the server on changes to the codebase.

After that, we developed the mobile application. We took two reference BLoC app examples from the official bloc
library [68], namely, Flutter Todos and Flutter Login, and integrated them. The BLoC pattern allowed to integrate
these example applications with relative ease since the bloc components of the two reference apps did not conflict.
Besides integrating the business logic of the apps, we also kept their data layers separate, and we adjusted the views
flow so that when a user logs in, the user is redirected to the main view of the app.

Finally, we integrated the back-end and the front-end by declaring methods within the mobile app code for http
requests using an http client. These methods run asynchronously since database request-response times are not
constant. This is due to the fact that round-trip times in wireless connections are, in this context, not predictable.
After writing methods for requests to the back-end, these methods were integrated into the data layer and business
logic layer of the front-end so as to fetch and write data exclusively to the cloud database.

9.2. Cloud Architecture

Figure 6 depicts the cloud architecture for the system implemented. From left to right: the front-end or mobile app
interacts with the API via HTTP requests (port 80), the API itself interacts with the database using a specific
MongoDB protocol, namely mongos [101], that runs by default on port 27017. The MongoDB Wire Protocol is a
simple socket-based request-response style protocol that uses a regular TCP/IP socket. In contrast to mongos, which



is used to communicate with clusters, the protocol mongod is used for single-instance databases. GitHub repositories
are used to synchronize code from the development environment into the production environment.

Figure 6: Prototype Cloud Architecture
Source: The Authors

9.3. API Architecture

The API was written entirely in JavaScript using the Node.js runtime environment. The API architecture was based
on models, routes and controllers. Furthermore, it includes several middleware. Model classes describe the fields or
properties of documents to be stored in the database. Model-related files contain also: methods and static functions
for the model at hand, and middleware for transactions on the model. Route files are in charge of defining the
endpoints of the API and handling the routing for the server. Controller files define the behavior of the server when
handling requests and sending response. Any specific feature of the API involves the three types of files described
above.

The API features the following resources:
● Todos: complete set of CRUD operations available for authenticated users that are owners of todos stored.

In total, five routes: fetching all todos with querying, pagination, selecting fields and population; fetching a
specific todo by its unique MongoDB identifier (id), posting a todo, updating a todo using its id and,
deleting a todo using its id.

● Users: complete set of CRUD operations available for admin users. In total five routes, the same as
described above for todos.

● Authentication: features eight routes related to authentication functions of the server. Authentication
functions are: register a user, login a user, get current logged user, forgot password, new password, update
user details, update user password and, log user out.

Each resource is described in Controller and Route files. Authentication and Users resources use the User Model.
The Todos resource uses the Todo Model and the User Model for ownership and providing access to routes.



The API also uses the following middleware:
● AdvancedResults: receives as an input complex request queries (that includes field selection, sorting,

pagination, and population) and returns a processed query that can be used on the database.
● AsyncHandler: wraps an asynchronous function and resolves unhandled promises.
● Protect: verifies that the user is logged in before executing the query.
● Authorize: verifies that the logged-in user is authorized to access the route. For instance, non-admin users

are blocked from accessing the User resource.
● ErrorHandler: Handles common errors such as: "resource not found," "duplicate field value entered,"

validation errors, and internal server errors; and provides a clearer server response to fix the error.
● Encrypt user password before storing in the database.
● mongo-sanitize: a package that sanitizes inputs to protect against query selector injection attacks.
● xss: filters HTML inputs to protect against a XSS (Cross Site Scripting) attack
● RateLimiter: limits the amount of requests the server can handle in a timeframe.
● CORS: Cross-Origin Resource Sharing (CORS) is an HTTP-header based mechanism that allows a server

to indicate any other origins (domain, scheme, or port) than its own from which a browser should permit
loading of resources. [102]

● helmet: package that secures Express applications by setting various HTTP headers.

9.4. Mobile app architecture

The higher-level code for the mobile application was written using the Dart language and the Flutter framework. The
mobile app follows the BLoC design pattern described before. It is composed of screens, blocs and, repositories.
First, the mobile app features four screens:

● LoginScreen: features email and password input fields and two buttons: one for log in, and one for sign up
● HomeScreen: is composed of two tabs. The first tab displays a list of user todos. The second tab displays

"statistics" related to the todos. Figure 7(a) shows a screenshot of this page.
● AddEditScreen: is a form-page that allows users to add or edit todos. Figure 7(b) shows a screenshot of this

page.
● DetailsScreen: displays the details of a specific todo.

Second, the mobile app features six blocs:
● AuthenticationBloc: handles events and manages the state of authentication. It uses the

AuthenticationRepository to perform authentication operations.
● LoginBloc: handles the log-in/sign-up form input and uses it to authenticate.
● TodosBloc: handles events and manages the state of the user's todos. It uses the TodosRepository to fetch

data from the database through a WebClient.
● TabBloc: handles the state of the tabs on the HomePage.
● StatsBloc: subscribes to the todos stream and handles the state of simple "statistics" related to the todos,

e.g., number of completed.
● FilteredTodosBloc: handles filtering of the todos displayed based on completion.

Third, the data layer of the app is composed by the following three repositories. Notice that in the BLoC convention
the entity type of class is an abstraction between model objects and data sources. For instance, entities can be created
from received json strings; then, a model object is created from the entity. In contrast, the model class is the one used
by the bloc layer, which is agnostic to the data source.

● AuthenticationRepository: is an abstraction of authentication related operations so the system can,in a
single place, be adjusted to different authentication mechanisms and providers. Currently it uses email and
password authentication with JWT (JSON Web Token).



● UserRepository: is an abstraction of methods and operations related to the logged in user. It also contains
the classes User model and UserEntity entity.

● TodosRepository: is an abstraction of methods related to todos and contains the classes Todo model and
TodoEntity entity. It also features a WebClient. that performs HTTP calls to the API.



Figure 7: (a) HomeScreen of the developed prototype (b) AddEditScreen
Source: The Authors



10. Results and Discussion

First, we performed a systematic literature review to identify the usage of cloud models in a mobile system's context.
We found that Mobile Cloud Computing (MCC) refers to the augmentation of mobile devices capabilities supported
by Cloud Computing. Key characteristics identified of Cloud Computing are self-service, on-demand resources,
rapid elasticity, and seamless scalability. Cloud computing itself benefits from mobile devices in terms of portability,
accessibility and, ubiquity. Thus, both technologies benefit each other and can be combined to develop mobile
systems with cloud infrastructure. The MCC application model reviewed and used in this research was augmented
execution. Other application models such as elastic partitioned applications or cyber-foraging were out of the scope
of this research. Then, we identified key application areas for MCC, such as mobile trade, mobile healthcare, mobile
gaming, and interactive learning using mobile devices. Following, cloud technologies that can augment mobile
applications were reviewed. For instance, we found that virtual cloud servers can be used to consolidate the
back-end of a full-stack mobile application. Processing operations are performed in cloud servers rather than in
mobile devices, thus preserving the mobile device's resources (CPU, memory, storage, and battery). Likewise, cloud
databases such as Firestore and MongoDB Atlas were found suitable for developing the server-side infrastructure for
mobile applications, allowing them to access the data from virtually anywhere as long as the client is connected to
the cloud.

Second, we performed an SLR to describe state-of-the-art mobile apps development methodologies. We found a
pronounced trend towards agile development methodologies and practices both in the literature and industry.
Literature shows that Mobile-D from Abrahamsson et al. [55] is widely implemented and extended. Despite having
been proposed in 2004, plenty of state-of-the-art frameworks inherit from this methodological approach. Thus, we
used it as a foundation for the proposed mobile software development methodologies, ClAgMet. ClAgMet is a
generic, dynamic, iterative approach based on well-known agile practices. We have proposed an abstract conceptual
definition for the agile methodology at hand, but a detailed explanation of the concrete activities to be carried out at
each stage and the related time-frames were out of this research's scope and are proposed as future studies. The
proposed framework presents the Mobile-D activities for reference, although other concrete agile methodologies
such as Scrum should also be considered for implementation. Moreover, we identified critical roles involved in
developing a smartphone application and classified them according to their agile team affiliation, i.e., agile team and
non-agile team.

Third, the main result of this research is the proposed framework for developing mobile applications leveraging
cloud services. The framework encompasses the methodological aspects of developing a mobile application, the
system's cloud architecture and infrastructure, and the architectural pattern the mobile app code follows. We found
that developing cross-platform native applications with a framework such as Flutter or React-Native combines the
advantages of native applications —fluency, mobile device hardware access— and cross-platform applications
—multiple target OS with a single codebase—. The selection of a hybrid native apps development framework
maximizes the target devices, hence the potential end-users. The proposed framework features five layers, namely:
Methodology, Delivery Channels, Technology, Infrastructure and, Cybersecurity. The Methodology layer and the
Cybersecurity layer are modeled as columns as they affect the overall framework transversely. On the other hand,
the Delivery Channels, Technology and, Infrastructure layers are modeled horizontally and stacked, ranging
vertically from closer to the user to closer to the data. Moreover, the framework features a reference cloud
architecture that articulates the components of the system. The proposed reference architecture for the framework is
highly modular. Hence, components can be removed, replaced, or added with relative ease. We argue that this
approach promotes scalability and flexibility. This architecture features two subnets within a VPC to achieve a
higher degree of cybersecurity through layering. The proposed architecture relies heavily on HTTP/HTTPS and SSH
protocols as they were sufficient to achieve a lightweight yet reliable architecture.



Fourth, a derived result from the framework was the full-stack mobile app system developed as a proof of concept.
This prototype showed how to implement the framework in the cloud infrastructure and code development aspects.
However, the prototype architecture does not feature an explicit VPC as it was not needed due to the nature of the
data gathered. Likewise, the prototype architecture does not feature serverless functions. Thus, further research
should validate the application of these two concepts. The framework remains to be validated in the methodological
aspect as the methodology used to develop the prototype was sequential and not parallel due to the size of
development team as we found that context-switching delays the development of systems. An agile team of at least
three people should be used to validate the systems development methodology proposed in this study. Furthermore,
this framework was validated using a specific set of technologies, i.e. , Flutter for the mobile application code,
MongoDB Atlas for the cloud database cluster and, Node.js and Express.js for the server-side code, GitHub for code
repositories and, DigitalOcean Droplets for the deployment of the API into a virtual cloud server. It should be noted
that even if clusters were out of the scope of this framework, the MongoDB Atlas database implemented features a
cluster with three shards. This specific set of technologies proved compatibility. The framework proposed is agnostic
regarding such technologies, thus remains to be validated using different technologies. For instance, using React
Native for the mobile app code. Hence, achieving the same amount of target mobile devices. Another example of
alternative technologies this framework supports are diverse cloud providers. However, it should be noted that
certain cloud providers such as AWS and Microsoft Azure offer a vast range of services, which discard the need for
multiple cloud providers. We opted for using multiple cloud providers to show how they can be articulated.

Finally, a critical aspect in the design of a mobile application is state management, which usually defines the code
architecture. The approach that this framework follows in such sense is Business Logic Components (BLoC).
Different state management approaches such as MobX, Redux, Provider, Riverpod, GetIt, GetX [103] should be
considered for possible inclusion in the framework.



11. Conclusions

In this research, we have proposed a conceptual framework for the development of mobile applications leveraging
cloud services. This framework contributes to software engineering as it features a methodological and architectural
approach towards building mobile apps. Furthermore, it shows how mobile devices can be used to access cloud
resources and services, in a client-server fashion, from virtually any location as long as the user has internet access
on their smartphone. In this sense, Cloud Computing and smartphone technology are combined to provide end-users
with richer apps.

This research contributes to the mobile software architecture field as it is the first to introduce the BLoC (Business
Logic Components) architectural pattern for mobile apps code in an academic context to the authors' best
knowledge. We argue that this pattern eases good coding practices such as the SOLID principles introduced by
Robert C. Martin. The separation of concerns is highly covered as the user interface, business logic, and data
repositories are differentiated entities.

The proposed framework is conceptual and abstract. Also, it is agnostic regarding the specific technologies used in
the implementation. Thus, further research should be aimed towards the implementation of the framework using
different technologies. Moreover, this framework can be used as a starting point, by extension, for researchers and
practitioners in the software engineering field to propose more specific and concrete frameworks for developing
mobile applications that leverage cloud services. However, it should be noted that this framework features a
relatively small subset of cloud services. Hence, further research should cover the introduction of other cloud
services towards building more sophisticated systems.

Finally, as we have shown in Section 9, although the framework is comprehensive and integral regarding mobile
cloud-enhanced systems development, specific parts of the framework can be used to develop solutions without
covering the complete framework. An application use case of this framework is Mobile Machine Learning systems.
Mobile devices are used in this context to gather and display data and, cloud services are used to process, and learn
from, data. This idea can be extended to any heavy computing application that demands mobility, such as Industry
4.0 solutions.
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